
THE GALADRIEL 

MOBILE BLUETOOTH TRACKER 
 

 

Description: 

 

The basic functionality of the Galadriel is to notify the owner of a laptop whenever the user goes out of 

a predefined range with his mobile phone.  

 

Currently, The Galadriel has functions to: 

1.) Trace the different Bluetooth devices in vicinity and display device name and ID 

2.) Track the devices as checked by the user 

3.) Notify the user when the laptop and mobile device are separated by a distance greater than a   

predefined value. 

 

Also, currently, the program gives the user the following options to decide the laptop state when the 

paired mobile device goes out of range:  

1.) Display a message box  

2.) Play a music file 

3.) Lock the laptop’s keyboard and mouse 

 

The Galadriel uses the Bluetooth technology to determine whether the mobile device is within the 

predefined range. The Bluetooth in the mobile phone is paired with the laptop’s Bluetooth device using 

a unique pairing key. If the laptop doesn’t have an inbuilt Bluetooth, an external Bluetooth dongle can 

be made use of. Once the connection is established between the two devices, communication between 

the two devices commences as specified through the software. The laptop continuously pings status 

requests to the mobile device. If the mobile device is in range, it responds with a corresponding 

acknowledgement signal. If the acknowledgement signal is weak or is incorrect, the Galadriel notifies 

the user of possible security threats to the laptop. 

 

Strengths: 

 

The Galadriel is currently based on the Python language which is supported by a variety of Operating 

systems, including mobile platforms. This makes it possible to install and run the Galadriel from even 

smart-phones unlike the existing comparable software. It is an extremely fast, lightweight application 

with a versatile GUI designed using Windows Scripting. 

 

Future work: 

 

The speed of the application can be further improved by developing a Python-based GUI. Also functions 

to call/text the mobile phone from the laptop can be introduced. Also, additional laptop security 

measures can be introduced like enabling the webcam and transmitting pictures over web, disabling the 

OS or locking the hard-drive in event of compromised security. 
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